Dell Security Foundations Achievement
Achievement Description

Achievement Overview

The Security Foundations achievement covers a broad range of topics such as NIST
Cybersecurity Framework, ransomware, and security hardening. The perfect option for
those looking to start their security career by validating their knowledge on the various
Proven risks and attack vectors, the techniques and frameworks used to prevent and respond
Professional to possible attacks with a focus on people, process, and technology.
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Achievement Requirements
To complete the requirements for this achievement you must:

Proven Professional

Website 1. Pass the following achievement assessment on or after February 3, 2024
Dell Security Foundations Assessment

Engage with your peers
in our Proven
Professional Community.

Note: These details reflect achievement requirements as of April 2, 2024.

*The Proven Professional Program periodically updates program requirements.
Please check the Proven Professional CertTracker website regularly for the
latest information.
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https://education.dell.com/content/dell/en-us/home/certification-overview.html
https://education.emc.com/guest/certification/default.aspx
https://www.dell.com/community/Proven-Professional/bd-p/ProvenProfessional_CertificationBoard
https://www.dell.com/community/Proven-Professional/bd-p/ProvenProfessional_CertificationBoard
https://www.certmetrics.com/emc/login.aspx?ReturnUrl=%2femc%2f

Dell Security Foundations D-SF-A-24
Assessment Description

Overview

This assessment validates an understanding of key security topics relevant to IT
staff and application administrators.

Key Topics

e ZeroTrust

e Security Hardening

e Identity and Access Management
e Security in the Cloud

e Security at the Edge
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e Cybersecu
rity

e Ransomw
are

e Cybersecu
rity Tools
and
Processes
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Recommended Training
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The following curriculum is recommended for candidates preparing to take this
assessment.

Please complete either the following course
Course Title Course Number

Security Foundations ESDTFS04728 Virtual Class
OR
Please complete one of the following courses
Cybersecurity Threats and ESDTFD04731 On-Demand
Business Impacts
Introduction to Cybersecurity ESDTFDO04729 On-Demand
Frameworks
IT and Cybersecurity Risk ESDTFD04737 On-Demand
Understanding Ransomware ESDTFD04735 On-Demand
Cybersecurity Tools and ESDTFD04732 On-Demand
Processes
Zero Trust Overview ESDTFD04732 On-Demand
Security Hardening Concepts | ESDTFD04738 On-Demand
Identity and Access Management | ESDTFD04736 On-Demand
Security in the Cloud ESDTFD04739 On-Demand
Security at the Edge ESDTFDO04740 On-Demand

Note: These exam description details reflect contents as of April 1, 2024.

The Proven Professional Program periodically updates exams to reflect technical
currency and relevance. Please check the Proven Professional website regularly
for the latest information.
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