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1 Introduction

At the core of any business or organization, there is an enormous reliance on data to serve customers,
drive insights, develop products and much more. Throw into the mix cyber threats from external sources
and the unfortunate increase of insider bad actors, it is more important than ever to ensure that the
organization’s data is protected and recoverable. What makes it even more challenging is the rapid growth
of data, the distributed nature of data locations, and the load it places on infrastructure resources and
administrators. All this needs to be achieved with a finite budget and resources.

In addition to the management and protection of the data, application owners and the business will assess
their data from different risk or exposure points of view. That is, each owner has a level of tolerance for
data unavailability through system outages, recovery operations or in a disaster recovery situation.
Focusing on the data protection, recovery and disaster recovery readiness aspects of data, providing the
relevant information to each party may not be easily achieved by the data protection application itself.

Leveraging a single centralized monitoring and reporting application, independent of the various backup
applications by a single vendor or across different vendor applications is required. Dell EMC Data
Protection Advisor! (DPA) is a centralized monitoring and reporting application that is extremely powerful
when leveraging its analysis engine, customization and dashboards.

This Knowledge Sharing article provides an overview of DPA, its reporting capability and insights which
can be gleaned from them by different stakeholders. Knowing where to start can be daunting for any
reporting-based application, especially when the application has hundreds of built in reports available. To
assist administrators in getting started with DPA, this article contains details of reports which can be run
and what valuable insights they provide. Also Included is a section on how reports can be customized to
meet specific requirements of application owners.

The article concludes with the analysis engine, a powerful capability of DPA which inspects data collected
from various sources, runs predefined rules as defined by application owners and reports the findings.
The analysis engine is what enables compliance-based reporting, a vital capability that helps organizations
determine their risk exposure when it comes to data protection.

2 Centralized Reporting with DPA

DPA is a centralized monitoring application which captures data from a wide range of applications, storing
that information in a central database for analysis and enabling a comprehensive single view of the data
protection environment. Enabling unified access to data from various components, DPA runs analysis rules
constantly, while providing alerting to components and clients which require attention. This automated,
unified approach to managing the data protection environment simplifies the process of monitoring and
tuning whilst maximizing utilization.

2.1 Why it is needed

DPA is designed to not only monitor Dell EMC data protection applications like Avamar?, NetWorker® and
PowerProtect Data Manager?, it supports multiple 3™ party vendor applications including CommVault®,
Veritas NetBackup’ and many others. Additionally, the infrastructure used to store and transmit data
within the environment can also be monitored, including tape libraries, fibre channel switches, physical
or virtual servers, and deduplication appliances like Dell EMC PowerProtect DD Series appliances®
(formally known as Dell EMC Data Domain and will be referred to as Data Domain in this article).

2021 Dell Technologies Proven Professional Knowledge Sharing 4



Regardless of the size of the organization or the volume of data protected, DPA provides a layer of
abstraction to one or more data protection titles used within the organization. This enables multiple
stakeholders to obtain information relevant to them, not just form the previous day, but going back
months or years to meet specific requirements.

It provides insight not only for data protection administrators and operations managers, but also for
application owners, risk/security teams and management. Collectively, the various stakeholders are
provided automated reporting and alerting of the data protection environment, enabling them to ensure
gaps in data protection are addressed and within compliance/risk-based service level agreements (SLAs).

Knowing what is protected, how often backups are performed, the retention of data and more
importantly, what is not protected is extremely important to an organization.

2.2 The stakeholders

Defining all stakeholders and their connection to data protection will vary with each organization. This
article will discuss four main stakeholders, each requiring different type of reporting information and
insights based on their role.

Backup Administrator

First and foremost, the backup administrator is the primary stakeholder and one that will rely heavily on
the reporting information from DPA. Beyond the basic backup success/failure reports, the backup
administrator needs to ensure at a minimum that:

e data is protected within specific time periods

e backup and replication jobs are scheduled accordingly to meet recovery point objectives
e the data protection infrastructure is performing optimally

e data protection requirements forecasts meet data growth

By leveraging the reporting and analytical capability of DPA, the backup administrator can operate in a
proactive manner and address gaps in data protection before issues arise.

IT Operations Manager

The manager of IT operation teams needs awareness of the various IT environments under their control
and the health of those environments. With DPA, the IT Operations Manager can obtain information about
the state of the backup environment and the applications protection levels. Reports can be run ad-hoc by
the Operations Manager or review the predefined scheduled reports. From a data protection viewpoint,
the manager can report to senior management on health of the backup environment or exposure due to
protection issues, without needing to rely on the backup administrator.

Application Owner

Most organizations prefer applications and data be protected using centralized scheduling and retention
policies capabilities of a backup application. From an application owners’ point of view, they are
responsible for ensuring applications and data they are responsible for are available to serve the
requirements of the organization or their customers.
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That they have valid recover points for their application needs to be known and the automated reporting
capability of DPA can provide valuable information. Knowing when backups occurred, the duration and if
a second copy is available at an alternative location is vital. This will provide them the confidence to to
recover data within their service level agreements (SLAs) or take action to address any data protection
exposures.

Risk/Security Teams

Risk/security teams require insights and visibility over the entire IT infrastructure, of which data
protection is one element. With DPA, these teams can obtain information on data protection exceptions
which may include clients not protected within a specified service level agreement, delays in have offsite
backup copies created, etc. Important to these teams is also knowing what changes have been made
within a backup application and by whom. This information is often required to meet compliance-based
standards internally or to external organizations.

2.3 DPA Infrastructure Components

The DPA server is comprised of two components, the application and datastore. It is recommended that
these components be installed on different servers, as installing DPA application and datastore on a single
server is not supported. This article will not discuss the deployment architecture in detail and recommend
reviewing the DPA Installation and Administration Guide® or the DPA 6.3 and later Deployment
Architecture Guide®.

Once installed, the administrator or user of DPA access the application via a HTML-based Ul hosted by
that server, while the database server stores all data collected from the data protection environment via
agents. A DPA agent is installed by default on the DPA application server and for smaller environment,
using the DPA server as the only agent may be acceptable; however, larger environments do require
multiple agents be installed.

To ensure that the DPA server is not heavily loaded with agent data collection operations, it is
recommended to install an agent on each of the backup applications to be monitored. Additionally, there
may be a dedicated virtual server used as a remote agent to collect information from other elements to
be monitored like Data Domain, tape library and associated switches, data servers, etc. Using multiple
agents will ensure data is collected in a timely manner, as by default some data collection requests have
a 5 minute data collection frequency.

2.4 Monitoring of Data Protection Elements/Objects

With agents installed, the configuration of data protection elements or objects can commence via the
discovery wizard in the inventory section of DPA. A detailed process of how to discover elements of the
data protection environment will not be provided in this article. The intention is to highlight the flexibility
and customization of DPA that will be of benefit as reporting is provided to the various stakeholders.

There are three main categories where discovered data protection elements are linked to; servers, storage
and switches, as shown in Figure 1.
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Figure 1- Categorization of Data Protection Elements

Each category is then further divided into smaller
categories for granularity and flexibility when reports are
run. Figure 2 shows the discovered NetWorker servers and
which  have been linked to the NetWorker
subcategory/group.

A discovered data protection element can be assigned to
multiple groups and this becomes important when
providing reporting to stakeholders. For example, a
stakeholder may require reporting of backup applications
based on the environment, backup application type or
both. If a backup server was assigned to a group as shown
in Figure 2, the required granularity of report per
environment is not possible. This is easily achieved by
creating two new groups (e.g. Production and Dev | Test)
as shown in Figure 3. Reporting can now be undertaken by
selecting each environment or by selecting the parent
NetWorker group.

Alternatively, assign discovered data protection elements
to multiple groups. There are numerous ways to create a
group structure that addresses the reporting requirements
of the stakeholders and the organization. Set aside time to
consider the reporting requirements and customize the
group structure to provide maximum flexibility when it
comes to creating reports for the stakeholders.

Assigning protection elements or applications to groups is
a static assignment and for most environments would work
very well. There is an ability within DPA to create groups
dynamically and this is achieved via Smart Groups.
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Figure 2 - Discovered NetWorker Servers Linked to
EMC NetWorker category
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Figure 3 - Customize the Groups to Provide
Granular Reporting Capability
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2.5 Smart Groups

A Smart Group can be created by a DPA user with administrative privileges and is used to obtain a list of
objects by running a report where the results are filtered based on a criterion. When creating a Smart
Group, the returned objects list can be based on a single level or multi levels.

In Figure 4, a Smart Group called SQL is created | creats smart © Single-evel

with the following parameters. A single-level | ¢ ° Multiievel

Smart Group is selected and based on the [ CONFIGURE SMART GROUP LevEL

Backup Client Configuration report, where the

selected scope is the Backup Server, which in | Srizctsin Smart Report Name: Backup Client Configuration a

.
Greup Scope: Coenfiguraticn=Servers>Backup

Servers>EMC MNetWorker

this example is NetWorker. Clients are filtered
based on a Client Name, where the client name
contains “sql” over a time period of the Last Day Time Pericd: Last Day

Filter: Client Centains "sgl*
once a day at 12am.

Children Type: Backup Client

The final options to select relate to the fields Server Name Field: Server

that are to be compared and returned. If the Backup Client Fisict: Clisnt ”
results from the Smart Group do not align with | __

the expected results, it may be due to the fields | Frequency * 12:00 &m

selected. For this example, the Children Type is
the Backup Client and the Server Name Field is
Server (think of this as the backup server) and the final option is the Backup Client Field, which for this
example as the Smart Group needs to return the Client Names, the Client Name is selected.

Figure 4 - Single Level Smart Group Configuration

For ease of management, it is recommended to create Smart Groups in a dedicated group/s, rather than
saving them within the Servers, Storage or Switches groups located under Configuration. In Figure 5 a new
group called Smart Groups was created under Configuration and the newly created SQL Smart Group is
saved within this group. This Smart Group is run daily at 12pm and the results are displayed on the right-
side pane in Figure 5.

v g Groups Manie Path Type Date Discovered
v g Configuration

= Sarvers g sol02.milak.internal rw Ol mlakinternalMetWorker Backup Client Z/B/20, 329 PM

[z Smart Groups
& Storage

@ Switches

> (@ Sites

Figure 5 — Smart Group called SQL

With the Smart Group created and working based on the filtering criteria, reports can now be run where
the scope is the smart group, rather than the static groups of Servers, Storage or Switches listed under
Configuration.

Smart Groups work well when a consistent naming standard for applications and servers has been
implemented within the organization. Using Smart Groups avoids creation of static groups as shown in
Figure 3 where ‘Prod’ and ‘Dev | Test’ groups were created. Within environments that are very dynamic,
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Smart Groups greatly reduce the maintenance of DPA where clients need to be manually assigned to
groups. And, they are extremely useful when reporting of data protection activities is required for
application owners.

2.6 Data Collection Retention

DPA enables different retention periods for data collected by agents for any discovered data protection
element. The default values assigned to each data metric being collected can be adjusted under the Data
Collection menu option; select Defaults to view all data collection defaults.

In Figure 6 the default settings for the
NetWorker client status is shown where data
gather will be retained for 13 weeks.
Depending on stakeholder requirements, this
default value can be adjusted to match the
desired reporting requirements. Any data
collected older than the specified retention

Edit Default Request

Reqguest Name
Networker Client Status
Retention period

13 £ VWeeks EEroveEr

period will be aged out of the DPA datastore.

For NetWorker configuration data, the
risk/security team may require a longer
period of retention for configuration changes

Data Collection Agent

© Local

Remote

Credential

to satisfy their compliance requirements.

It is worth ensuring data being collected is | gequency
retained for the desired period. Adjusting this
in the data collection defaults section will
ensure consistency of data captured by DPA.

© Period 1 ] Hours

Schedule

Wanual

The request will not collect data unless you run it manually

With the default values configured, DPA
provides the flexibility to adjust these
parameters for every data element being
protected during the discovery wizard process.

Figure 6 - Data Collection Settings

2.7 The Elements of Running a Report

There are three elements required to run a report; the scope, a report template and time period.
Expanding the scope reveals the group structure created by DPA during the installation and any
customization of those groups.

Group Selection

Select a group, an item or multiple combinations thereof to against which the report will be run. For
example, in section 0 the grouping of backup elements to be monitored was discussed. Continuing with
that example, Figure 7 shows a series of images (from left to right) demonstrating the flexibility of choice
with groups to report on the Production, Dev | Test environments or finally, all NetWorker servers.
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£z 8 Production t&[_| Production & | Production
&[] nwolmlabinternal MetwWorker &[] nwolmlab.internal:Metworker &) nwolmlab.internalMetWorker
(] IBM Spectrum Protect &) 1IBM Spectrum Protect L&l | 1BM Spectrum Protect

Figure 7 - Flexibility in Selecting Backup Elements with Group Selection

All discovered backup elements that are contained within the selected parent group or sub-groups are

used when a report is generated.

If Smart Groups have been created as described in section 0, these are also available to be selected when

creating a report.

Report Templates

With the group/s (scope) selected, DPA will present a list of available reports which can be run. DPA filters
the list of reports based on the scope of item/s selected, for example, reports only relevant to NetWorker
will be displayed if that was selected in the scope. Keep this in mind when generating reports, if the report

cannot be found as expected, check the scope selection and adjust as needed.

Looking at the list of available reports, it can be daunting to know which one to select or where to start.
In section 3 a sample of reports is provided covering the four stakeholders mentioned in this article. While
the sample reports are not extensive, it should provide a solid foundation to extract value from DPAin a

short period.

Time Period

The last element that is needed is to the define the time | Egit Time Period > Manage Times > Time

period and typically a time period of the last day is | Properties
selected by default. Under the System Settings of DPA,

Mame *
Time Periods can be created, modified or deleted as
. Descriptich
required.
Day of Week

Running a report using the Last Day time period may
result in the report providing results based on | %"
overlapping backup windows, skewing the results which | mentn

may not be desirable. The time period of Last Day is run
from the time the report is run and covers the previous

24 hours.

Year

Hour

Minute

Bpm Last Might

1 days ago

8 PM

Figure 8 - Creating a Starting Time for Last Night's
Backup
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If the prescribed backup window which starts last night at Edit Time Period > Manage Times > Time
8pm and completes by 6am the following day, create a Properties

custom time period to allow reports to be created for last
night’s backups. This time period may not be suitable for
every report; however, it does allow the report to focus on
a prescribed period. Now, regardless of when the report is Day of Week
run, the time period will match as defined. Creating the Day of Month
report is straight forward and an example is provided for
reference

Mame * Gam This Morning

Descripticn

Menth

Year
Navigate to the System Settings of DPA, then Time Periods
and select the Create Time Period option. Review the start
and end time options available in the list and if the desired
times are not listed, create a new time by selecting Edit  Figure 9 - Create a Finish Time Last Night's Backup
Times option. From here, create two new times periods for
starting 8pm last night and for 6am this morning time.
Select Create and for last night, set the Day of Month to 1
days ago and then specify the hour or 8pm as shown in
Figure 8. For the finishing time, select Create and set the | Meme * Last Night - 8pm to Gam
hour to 6am as shown in Figure 9.

Hour 6 A

Minute

Edit Time Period

Descripticn

With the start and end times defined, the time period can Start Time gpm Last Night

be created and leveraged in creating reports. Simply create _ o
End Time Gam This Morning

a new time period, select the newly created start and end

times, provide a description as shown in Figure 10 and the | > ™™

time period is ready for use.
Intersal 1 Secends
Adjust for time zene

Figure 10 - Creation of the Time Period

3 Reporting and Dashboards

With some of the basics covered and a few topics to consider when configuring DPA, lets dive into running
a selection of reports and the value it provides to stakeholders. DPA contains hundreds of templated
reports and detailed information about these reports is provided in the Report Reference Guide®.

Reports can be run in an ad-hoc manner or scheduled to run automatically, at any time to stakeholders
via email, to a file repository or saved to a SharePoint site. The report formats available from DPA include
image based, PDF, HTML or comma separate value (CSV). The image based, PDF or HTML formats are ideal
for stakeholders to quickly review the information and action it accordingly as required. Report data sent
to a file repository in a CSV format may be beneficial if additional analysis is required to be undertaken.

The sample of reports provided in this section are categorized by stakeholder to highlight the different
insights or value that would be gleaned by the individuals. Reports which are relevant to every stakeholder
will be included in the backup administrator section and commentary will be provided when the report is
relevant to other stakeholders. The backup application selected for these reports is NetWorker protecting
a small number of servers in a lab environment with Data Domain as the protection storage.

2021 Dell Technologies Proven Professional Knowledge Sharing 11



3.1 Reports for the Backup Administrator and Operations Manager

For the most part, reports run for the Backup Administrator are also valuable to the Operations Manager,
except for a few reports. In general, the Operations Manager will require reports that detail the health
and volume of data protected, but more importantly the failed backups which may lead to data recovery
exposures or risks.

Job Summary

A simple and quick report that provides a O

summary of the number of successful, -
failed and active jobs. A sample of the - Sk v [ o [ s = =

Completed Succeeded Failed Active Size Success Rate (%)
(GB)

. Figure 11 - Job Summar
Failed Jobs report (Report template: Data g Y

Protection [ Jobs | Job Summary) is shown in Figure 11 and is ideal for the Operations Manager.

Admittedly, this report does not provide a great level of detail, however it provides the backup
administrator a quick glance of the data protected for the last day in the above example. Referencing this
high-level report over time will allow the administrator to quickly determine if there are any unusual
anomalies in the number of jobs completed or volume of data processed. If an anomaly is noticed, the
administrator can then analyze data from other reports to identify what has occurred.

Failed Jobs

Without a doubt, the most important report that any Backup Administrator will wish to view is the failed
backup jobs. This report is also valuable to share with the appropriate applications owner/s as knowing
that a backup has failed allows them to investigate the health of the affect server/s. A sample of the Failed
Jobs report (Report template: Data Protection [ Jobs | Failed Jobs) is shown in Figure 12.

Server Media Group Client Policy Workflow Action Job Status Error Lewel
Server Code

Figure 12 - Failed Jobs

For a backup to be successful, the entire backup path and infrastructure must be functional from the
storage hosting the application, through the server itself, network, backup server and agent, and
destination protection storage. Any one of these elements could impact the success of a backup and
configuring DPA to report on failed backups to the application owners will allow them to investigate
backup failures from their perspective. Resolving failed backups is best achieved when both the backup
and application owner work together.

Uncloned Backups

While it is easy to focus purely on client backup success and failures, don’t forget about replication or
cloning of backups when multiple sites are protected. The Uncloned Backups report should be run daily
and is one that should be provided to all stakeholders. A sample of the Uncloned Backups report (Report
template: Data Protection | Clones | Uncloned Backups) is shown in Figure 13.
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Server Group Client T Policy workflaw Job
nw0l.mlab.internal Active Director - Basic adol.mlab.internal Active Directory Basic - 1 Local Copy DC=MLab,DC=Internal
nw0l.mlab.internal VM Image - Basic adoz WM Image Basic - 1 Local Copy wrm:5035blea-6184-fd35-a784-c5adef0bsf02 v centermlab.internal
nwil.mlab.internal UM Image - Basic ddmc WM Image Basic - 1 Local Copy wm:500b8915-c657-dat6-2d6c-184d0404fdfd  veenter.mlab internal
nw0l.mlab.internal VM Image - Basic dpc WM Image Basic - 1 Local Copy wrm:500b104c-c17b-57fb-
bez1-7d3e5359a46b voentermlab.internal
nw0l.mlab.internal Virtual Synthetic jb01.mlab.internal Virtual Synthetic Workflowl WINDOWS ROLES AND FEATURES:
nw0l.mlab.internal Virtual Synthetic jb01.mlab.internal Virtual Synthetic workfloml =4
nwil.mlab.internal Virtual Synthetic ib01.mlab.internal Virtual Synthetic workfloml WA OLUME{1FEFB185-90DD6-11E6-93E8-806E6FAERIE3 T
nw0l.mlab.internal Virtual Synthetic jb01.mlab.internal Virtual Synthetic Workflowl C:
nw0l.mlab.internal Virtual Synthetic jb01.mlab.internal Virtual Synthetic workfloml WINDOWS ROLES AND FEATURES:
nwil.mlab.internal Virtual Synthetic jb0d.mlab.internal Virtual Synthetic workfloml DISASTER_RECOVMERT:

Figure 13 — Uncloned Backups

Application backups without a clone or second copy places the organization at risk from a disaster
recovery perspective. The application owner needs to understand the available recovery point objectives
(RPO) and the risk team needs to know from an exposure/compliance viewpoint. Unless disclosed in the
data protection policy, the backup administrator needs to address backups without a clone or copy.

The Report Card

Reviewing reports in a tabular format containing lots of information may not enable the backup
administrator to detect re-occurring backup related issues. For example, a client may fail in full or in part
on a regular basis and for large environments, keeping track of failed clients may prove difficult.
Depending on the report, DPA provides the ability to visualize data, enabling an administrator or
application owner to identify issues more easily. One of these reports that allows failed backups to be
visualized is the Report Card report. A sample of the Report Card report (Report template: Data Protection
| Overviews | Report Card) is shown in Figure 14.

Node & Dec 9 Dec 10 Dec 11 Dec 12 Dec 13 Dee 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20 Dec 21 Dec
FEie)
ad0L mlabinternal |
ad0z ‘
ex0Lmiab internal |
b0t miab.internal |
b0z mlab.internal |
linuz10. b ernsl |

testor miab internal | ] — ]

weenterrlab internal ‘

Figure 14 — The Report Card

When run over a time period of the last two weeks in the above example, it is easy to identify clients with
re-occurring issues. One client has some failed backups every 4" day and this may not be evident if the
backup administrator or application owner only review the failed backup report. This report also allows
for each identification of clients no longer being protected or those which have been added to a backup
policy. In the above example, one client is no longer being protected since the 15, while two new clients
were added to a protection policy on the 14" of the month.

This report may not need to be run every week, but certainly is valuable to run this if there is instability in
the backup environment or there have been a lot of configuration changes implemented.
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Client Schedules

Continuing the visualization aspect, balancing backup schedules can be challenging for larger
environments and the Client Schedule report provides the backup administrator the ability to visualize
the backup schedule. A sample of the Client Schedule report (Report template: Scheduling | Backups |
Client Schedule) is shown in Figure 15.

ruw0 1. mlsb.inkernal ad01 mlab.internal
nw01.mlab.inkernal ad0l miab.internal 1835737
nwdl.miab.internal ad02 1635720
nwdl.mlab.inkernal ex0l miab.internal 1635632

nw01.mlab.inkernal ex01.miab.internal 1835737
rwi01.mlsb.internal jo01.misb.inkernal 1835785
nwiL.mlab.internal jb01.mlab.internal
rw01.mlab.internal jb02 mlab.internal 1835785
rw01.mlsb.inkernal b2 mlab.internal
nwdl.miab.inkernal testdl miab.internal 1635737
nw1.mlab.internal testl miab.internal 1835720

w0l mlabinternal veenter miab.inkernal 1335737

19:00

20:00
2100
2z:00

Figure 15 — Client Schedule

Like the Report Card report, visualizing the client schedules would be performed in an ad-hoc manner or
prior to adding new clients to the backup environment. Scheduling client backups during quieter periods
in the backup window will ensure that the backup infrastructure is utilized efficiently. This report helps to
visualize any scheduling hot spots that result in backup jobs queuing and likely to place a strain on the
backup infrastructure.

Longest running clients

Ensuring that all backups are completed within the designated
backup window is often undone by a handful of long running
clients — large database or file systems come to mind as
culprits. Generally, the backup administrator is aware of these
troublesome clients, however with large environments
identification of these clients may be more difficult. A sample
of the Longest Running Clients report (Report template: Data
Protection | Clients | Top 10 Longest Running Clients) is shown
in Figure 16.

Ideally the time taken to complete long running backups
should be within the RPOs as defined by the organization or

Client

jb0Z. mlab.internal
jb01.mlab.internal
nwol.mlab.internal
veenter.mlab.internal
test0l.mlab.internal
ex01.mlab.internal
wind3
sql0Z.mlab.internal
win0S.mlab.internal

dpc

Longest Run (hour)

2 hours 52 minutes

1 hour 28 minutes

36 minutes 36 seconds
19 minutes 18 seconds
17 minutes 7 seconds
14 minutes 4 seconds
9 minutes 33 seconds
7 minutes 29 seconds
4 minutes 48 seconds

2 minutes 21 seconds

.. Figure 16 — Top 10 Longest Running Clients
application owner. Every effort should be made to ensure g g g

clients are protected as quickly as possible; however, the backup administrator is bound by the
throughput and performance of the entire data protection path — client to protection storage.

If a client backup time exceeds the specified RPO, the risk team need to be informed of this situation and
action it accordingly. One option is to increase the time period between RPOs which would address this
violation, but greatly increase the exposure risks for data recovery. Alternatively, the risk
team/organization invests in a solution to address these long backups to achieve backups within the
prescribed RPO.
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Backup Job Change Ratios

Knowing the daily rate of change for a client, a group of applications or the entire backup environment
may be difficult to calculate. This information is often required when calculating the storage requirements
of the protection storage platform. All too often, an estimated guess is made which may be acceptable.
However, with DPA, this guesswork is removed. A sample of the Aggregate Backup Job Change Ratios
report (Report template: Data Protection | Change Ratios | Aggregate Data Change Ratio) is shown in
Figure 17.

Protected Last Incremental Size Last Incremental Rate Average Incremental Size Average Incremental Rate
(TB) (MB) (%) [MB) (%)

1.729 485 0.0z27 622,19 0.034

Figure 17 — Aggregate Backup Job Change Ratios

The average incremental size will vary and is dependent on the time period selected. In the above example
a time period of the last week was selected and this average incremental backup size can then be
compared to the last incremental size.

Breaking down the rate of change per client or group of applications is achieved running the Data Change
Ratio by Client report (Report template: Data Protection | Change Ratios | Data Change Ratio by Client)
is shown in Figure 18.

Server Client Protected Last Incremental Last Incremental Average Incremental  Average Incremental Total Size  Size Rate
[GE) Size (MB) Rate (%) Size (MB) Rate (%) (GE) (%)
nwil.mlab.internal jboil.mlab.internal 221,123 149 0.066 257 0.114 5.532 2637
nw0l.mlab.internal jb0z.mlab.internal 5z2.032 96 0.18 79.571 0.149 1.41 271
nwol.mlab.internal nwil.mlab.internal 2495 90 3.523 129.786 5.08 1.136 45,519
nw0l.mlab.internal test0l.mlab.internal 122,971 g 0.006 2.5 0.007 0.596 0484
nwil.mlab.internal vcentermnlab.internal 3.205 142 4.327 147,333 4,439 1.441 44,973

Figure 18 — Data Change Ratio by Client

Like the job summary in section 0, reviewing this change ratio report on a regular basis will enable the
backup administrator to detect if there are any anomalies compared to the average change ratio. The data
change ratio report is also an ideal to share with application owners, enabling them to understand the
changed data protected daily.

Protected Backup Capacity

Knowing how much data is protected for a subset of application, by a single backup application or across
multiple environments is easily obtained by running the Estimated Protected Backup Capacity Details
report. This report looks for the largest backups completed for each client over the time period specified.
Running this report with a minimum time period of at least 1 month is recommended. A sample of the
Estimated Protected Backup Capacity Details report (Report template: Status | Backup | Estimated
Protected Backup Capacity Details) is shown in Figure 19.
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Server Client Capacity Protected (Mot M5SQL  Capacity Protected Capacity Protected
wia NW/Avamar) (GB) {Wirtual Host) (GB) (GB)
nwdl.mlab.internal adil.mlab.internal 16,205 16,205
nwdl.mlab.internal ex0l.mlab.internal 31.045 31.045
nwdl.mlab.internal jb01l.mlab.internal 220,916 220,916
nwil.mlab.internal jb0Z.mlab.internal 51.825 51.825
nwdl.mlab.internal nw0l.rmlab.internal 30499 30499
nwdl.mlab.internal ad0z 5z.099 5z.099
nwdl.mlab.internal ddrnc 240.087 240,087
nw0l.mlab.internal dpc 15.383 15.383
nw0l.mlab.internal rng0l 58.097 58.097
nwdl.mlab.internal sk £<.001 64,001
nwdl.mlab.internal winds.mlabinternal 53.09 53.09
nw0l.mlab.internal sql0Z.mlab.internal 94,717

Resource utilization

Figure 19 — Estimated Protected Backup Capacity Details

When a DPA agent is installed on a backup server, not only does it collect information about the backup
and recovery operations, it also can collect performance information about the host. The time taken to
complete a backup is dependent on the entire IT infrastructure and knowing if the backup server itself is
under strain needs to be known. With DPA, the backup administrator can report on the host. A sample of
the Resource Utilization Overview report (Report template: Performance | Overviews | System
Performance) is shown in Figure 20.

[T Tr—

Procesor Uteation Meary Veatin

Figure 20 — Resource Utilization Overview — CPU, Memory and Network graphs shown

This report is in fact a dashboard and the CPU, memory and network graphs are shown in Figure 20 and
can be generated individually under Performance and Resource Utilization sections of the report
templates.

Resource and performance data can be collected from other data protection elements including Data
Domain, tape libraries, switches, storage arrays and applications. Being able to obtain performance
metrics from DPA will assist the backup administrator troubleshooting performance related issues.
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3.2 Reports for the Application Owner

Some of the reports discussed in the backup administrator section are also relevant to the application
owners. In addition to those, other reports are available from DPA which may be of interest to the
application and a selection is provided in this section.

Virtual Machines without Protection

Protection of Virtual Machines _

ESx Server Vhost Client Protected Last Successful Backup
(VMs) can be undertaken by By
performing a VM image level esx0Ll.mlab.internal | adoz adoz netwarker 1/12/21 8:00 PM
baCkUp, using a baCkUp agent or esx01.mlab.internal ddme ddmc networker 1/12/21 8:01 PM
a combination of both. There are esxii.mlab.internal | dpo dpc netwarker 1/11/21 &:03 PM
several reports available to the esx0l.mlab.internal  linux0l
VM administrator that should be esxii.mlab.internal | w0l
run periodically to ensure VMs esx0i.mlab.internal | nwvproxynl
hosted on their platform are esx0l.mlab.internal | ppdm03
protected. Knowing which VMs esxOi.mlab.internal  sglol
have a current image level esx0L.mlab.internsl | sgl1o
backup ensure that the VMware esx01.mlab.internal | srs srs netwarker 1/12/21 B:01 PM
vCenter is being monitored by Figure 21 — Estimated Protected Backup Capacity Details
DPA and run the VM Protection
report. A sample of the VM Protection report (Report template: Data Protection | Host Nams
Exposure | VM Protection) is shown in Figure 21. ddve02

nwyproxy0l
Knowing that some VMs may be protected by using a backup agent, a subsequent pp01
exposure report will list only VMs without any form of backup. This report is called pROZ
the Virtual Hosts Not Backed Up. This is a very simple report and a sample of the ppdmo1
Virtual Hosts Not Backed Up report (Report template: Data Protection | Exposure win 2012 rz
| Virtual Hosts Not Backed Up) is shown in Figure 22. win02
winOd

Figure 22 — Virtual Hosts
Not Backed Up

Application Groups Specific
If consistent naming standards have been used in the environment, consider using Smart Groups as
discussed in section 0 when creating reports for Application Owners. An example was provided to filter
for client names which contain “sgl” and applying the same methodology for any other application type
can be created. With Smart Groups, it is easy to provide consistent reporting experience for the
application owner without needing to manually add and remove clients as the environment evolves.

Continuing on the SQL theme, all backup jobs for the SQL servers identified from the SQL Smart Group
over a time period of the Last Day was run and is shown in Figure 23.
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Client wiorkflow Job Status Level Size Files Started Finished Duration {minute)
)

Figure 23 - All Jobs for SQL Client

Several reports examples provided in section 0 are also relevant to the application owners, including the
Backup Job Change Ratios, Protected Backup Capacity and without question, the Failed Jobs. Providing
application owners with visibility to data protection activity and metrics provides them deeper insights
into their application.

3.3 Reports for the Risk/Security Teams

Risk and Security teams are more interested in reports that enable them to verify if data protection is
within prescribed SLAs or RPOs. For auditing purposes, Risk and Security teams also want to know what
changes have occurred within the backup environment

Frequent Recoveries

Data protection is implemented to provide recovery of data, enabling applications to continue serving
customers or end users. From a security point of view, being able to report on the recovery operations
performed, how often and from which applications is of high value to them. With DPA, the Restore Details
report run across the entire environment or a specific group provides details of both failed and successful
recoveries. A sample of the Restore Details report (Report template: Data Protection | Restores | Restore
Details) is shown in Figure 24.

Server Client Job Status Err Size Mum  Backup Time Queued Started Finished
Code  (GE) Files

Figure 24 — Restore Details

While most recovery operations are for valid business reasons, there may be occasions when unusual
recovery operations are undertaken and if detected, further investigations can be performed.
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Backup SLA summary

IT operations teams are there to serve the organization and with that, a level of service is expected to be

maintained. Typically, a data protection policy :
L . Object Success Rate Moted

will include an SLA for backup operations per (%)
client, for a group of clients or the entire EMC HetWorker 99,359 12/11/20 4:23 PM
environment. Within the Service Level EMC MetWorker 99,359 12/12/20 4:23 PM
Management (SLM) set of report templates, EMC MetWworker 99,535 12/13/20 4:23 PM
several SLA-based reports can be run for the —— 100 Ty —
backup administrator, operations manager and
] _ _ EMC MetWorker 100 12/15/20 4:23 PM
risk/security teams. A sample of the Daily

. EMC Metiworker 100 12/16/20 4:23 PM
Success Rate report (Report template: Service

EMC MetWorker 100 12/17/20 4:23 FM

Level Management | Backups | Daily Success
Rate) is shown in Figure 25 in a tabular format
view.

Figure 25 — Daily Success Rate

Breaking down the overall success rate per client will allow problematic clients to be identified. An
example of the SLA Summary by Client report (Report template: Service Level Management | Backup |
SLA Summary by Client) run over a longer time period is provided in Figure 26. From this report, only one
client has experienced backup issues and affected the overall data protection SLA.

Object Jobs Successtul Within % Succesful % Wiithin SLA (%)
SLA (%)
nwil.mlab.internal:MetWorker:addl,mlab.internal 132 132 132 100.0 100.0
nwil.mlab.internal:MetWorker:addz 27 27 27 100.0 100.0
nwll.mlab.internal:MetWaorker:ex01.mlab.internal 240 240 240 100.0 100.0
nw0l.mlab.internal:MetWWorker:jb01.mlab.internal 265 265 Za5 100.0 100.0
nw0l.mlab.internal:MetWWorker:jb02.mlab.internal 250 250 Z50 100.0 100.0
nwol.mlab.internal:Metworker:linux10.mlab internal 6 6 [ 100.0 100.0
nwol.mlab.internal:Metworker:test0l.mlab.internal 169 163 163 6.4 6.4
nwol.mlab.internal:Metworker:vcenter.mlab internal 159 159 159 100.0 100.0

Figure 26 — SLA Summary by Client over a Month Time Period

The SLA Summary by Client report uses conditional formatting which can be customized to align with the
SLA percentages as defined in the organizations’ data protection policy. The report in Figure 26 was
customized to highlight clients with an SLA less than 98% in orange and any clients below 95% success
rate in red. To adjust the conditional formatting, select the Report Format option and click on Table
Format as shown in Figure 27.
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SLA Summary

Client Jobs Successtul within %o Successtul
SLA o
ad0l.mlab.internal 128 128 12§ 100
wino3 41 41 41 100
nwil.mlabinternal 713 713 713 100

TABLE ~ l 1 REPCORT FORMAT E [ REPORT ACTIONS v

7 Table Format

. “ Revert Format
% Within SLA (%)

Figure 27 - Table Format

Then, as shown in Figure 28, navigate to Series, Cell
Styles and by clicking on the 3 vertical dots for each
condition, edit the values to align with the SLA
conditions in the backup policy. All reports, regardless
of the Table type can be customized.

Backup and restore KPIs

Being able to determine activity within the backup
environment over a given time period, whether it is
the last day, week, month or year, is key information
provided by the Backup and Restore KPIs report. This
report is not only relevant to the Backup
Administrator and Operations Manager, but also
offers historical insights for the risk/security team. A
sample of the Backup and Restore KPls report (Report
template: Compliance and Risk Mitigation | Backup
and Restore KPIs) run over a period of one month is
shown in Figure 29.

Configuration Changes

Table Format

Report Tahble Styles Series Advanced

Cell Styles

All eclumn(s) in all rews where % Within SLA Less than "95"

All eelumnls) in all rows where % Within SLA Less than "98"

All celurmnls) in all revs

Figure 28 - Customizing the Series

Total Backups

Total Restores

Backup Success Rate (%)
Restore Success Rate (%)
Backup Data (GB)

Restore Data (GR)

% of Backups Restored (%)

% of Data Restored (%)

Se87

99.93

75

575

0.053

0.695

Figure 29 - Backup and Restore KPls

Configuration changes in the backup environment take place almost daily and keeping track of these
changes will be known by the Backup Administrator, while the Operations Manager and Risk/Security
Teams may have no idea what is occurring. Through monitoring the backup servers, DPA can keep track
of changes and provide reporting of these changes. Organizations may be obligated to keep track of

changes for auditing or security compliance reasons.

2021 Dell Technologies Proven Professional Knowledge Sharing

20



Starting with a simple report, Client Configuration E— Client Changs
Changes provides a high-level overview of clients fwOLrnlab internal | ex0L.rolab internal Modified
which have been added, modified or removed. A nw0l.mlabinternal | jb0L.miab.internal Modified
sample of this report (Report template: Compliance nwDL.mlab.internal 02 mlab.internal added
and Risk Mitigation | FDA | Client Configuration nwlmlabinternal | mw0lmlabinternal | Modified
Changes) is shown in Figure 30. nwdl.mlab.internal search.mlab.internal Rermoved
nw0l.mlab.internal sql02.mlab.internal Modified

Configuration changes that DPA reports on for
NetWorker backup server as used within this article
include client, group, policy, jobs, schedule and media, with each reporting on changes relevant to that
aspect of the backup server. A sample of Job Configuration Changes report (Report template: Change
Management | Backup | Job Configuration Changes) is shown in Figure 31.

Figure 30 - Client Changes

Server Client Group Palicy Workflow Job Change Moted Noted

nw0l.mlab.internal ex01.mlab.internal Filesystem - Standard Filesystern Standard - 2 Local Copies (=i Deleted 12/14/20 9:34 &AM 12/14/20 9:34 AM
nwil.mlab.internal ex01.mlab.internal Filesystem - Standard Filesystern Standard - 2 Local Copies DISASTER_RECOWERY:Y Deleted 12/14/20 9:34 &AM 12/14/20 9:34 &AM
nwol.mlabinternal isilon01.mlabinternal Isilon fifs/labdata/Text_files Added 12/14/20 9:34 &M 12/14/20 9134 AM
nw0l.mlab.internal isilon01.mlab.internal Isilon MAS Standard - 2 local Copies fifsflabdata/Text_files Deleted 12/14/20 9:34 &AM 12/14/20 9:34 AM
nwol.mlab.internal isilon01.mlabinternal MAS_Test - Remote Index fifs/labdata/Text_files Deleted 12/14/20 9:34 AM 12/14/20 9:34 AM
nw0l.mlab.internal jb01 mlab.internal Virtual Synthetic Wirtual Synthetic Workflowl all Added 12/14420 10:43 PM 12/14/20 10:43 PM
nwil.mlab.internal 1b01 mlab.internal Virtual Synthetic Wirtual Synthetic Workflowl E:h Deleted 12/14/20 10:43 PM 12/14/20 10:43 PM
nwol.mlabinternal jb02.mlab internal Virtual Synthetic Wirtual Synthetic Warkflowl all Added 12/14420 10:43 PM 12/14/20 10:43 PM

Figure 31 - Job Configuration Changes

The final example relates to backup servers, knowing what changes have occurred needs to be tracked
for auditing purposes. In Figure 32 changes to all backup servers being monitored by DPA are listed. A
sample of Job Configuration Changes report (Report template: Change Management | Backup | Server
Configuration Changes) is shown in Figure 32.

Server Change MNoted Difference

nwil.miab.internal Added 2/6/20 3129 PM

nwil.mlab.internal Modified 7/6/20 4133 PM Version walue was MetWorker 19.2.0.1 Build. 117 Enterprise Edition, now MetWorker 19.3.0.0.Build 21 Enterprise Edition

nwil.mlab.internal Modified 12/14/20 10043 PM Version value was Metworker 19.3.0.0.Build.21 Enterprise Edition, now MetWorker 19.4.0.0.Build 25 Enterprise Edition

pp01.miab.internal Added 2/14/20 12:26 PM

ppol.rmlab.internal Modified 4/17/20 3:07 PM Application value was PowerProtect Data Manager 19,3.0-7, now PowerProtect Dats Manager 19.4.0-10, Version valus was 19.3.0-7, now 19.4.0-10
pp01.miab.internal Modified 11/5/20 8:56 AM  Application value was PowerProtect Data Manager 19.4.0-10, now PowerProtect Data Manager 19.6.0-3. Version value was 19.4.0-10, now 19.6,0-3

Figure 32 — Server Configuration Changes

3.4 Summary Dashboards for All

There are several pre-defined dashboards designed to provide an overview of various elements of the
data protection environment in a single view. These dashboards are built by combining individual report
templates into a single page. These summary dashboards are of value to the Backup Administrator and
Operations Manager when looking holistically across the entire environment. These dashboards can also
provide relevant information to Application Owners when setting the scope on their applications only.

Some of the dashboards contain large amounts of information which is not always easy to display within
this article and therefore, only selective report elements will be shown.
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Backup Client Summary

Starting with the Backup Client Summary report, this report displays several elements of interest,
including a summary of the data protection activities, changes in client configurations and the volume of
data stored. Shown in Figure 33 is the Backup and Restore Summary element from the Backup Client
Summary report (Report template: Overviews | Backup | Backup Client Overview) to provide current and
historical data protection activities.

Period Last Day Last wWeelk Last Month

Total Backups 164 1148 5262
Backup Success Rate (%) 100 100 100
Backup Data (GB) 3 z9 157
Total Restores 0 1] 4
Restore Success Rate (%) 0 0 75
Restore Data (GB) 0 i} 4

Figure 33 - Backup and Restore Element from the Backup Client Overview Report

Compliance Overview

Most overviews or dashboards containing lots of information are best viewed via the DPA web Ul. The
reason for this relates to DPA’s report drill down feature. There are reports which allow the user the ability
to drill down to gather additional detailed information and the Backup Compliance Overview report
(Report template: Overviews | Backup | Backup Compliance Overview) is a good example of this. In Figure
34 several reporting elements are shown, and the Strike Summary and Client Changes reports have the
drill down feature. By clicking on the numbers within these reports, additional information is loaded in a
separate report tab within DPA.

Strike Summary Client Changes
One Strike 1 Clients added ]
Two Strikes _ Clients removed a
Three Strikes a Clients modified 6

Backup/Restore KPIs

% of Backups Restored (%) _

% of Data Restored (%) Z.484

Figure 34 - Selection of Elements from the Backup Compliance Overview

By clicking on the numeric value in the One Strike Summary report element, a One Strike Failed Clients
reportis automatically loaded as shown in Figure 35 and lists the clients
with failed backups in this example. The same can be achieved for the
Client Changes report element and Figure 36 shows a list of modified sql0z.miab.internal
clients over the time period used to for the Backup Compliance  Figure 35 - Drill Down of One Strike
Overview report. Reporting Element

Client
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Server Client: Differences

nw0l.mlab.internal | veenter.mlab internal Value of Backup Type has changed from «Proxy te Filesystem

pp01.mlab internal dpc Walue of Active has changed from false to true, Yalue of Client Identifier has changed from cB05e3e5-6d54-5739-a5a8-2ad5bb266b49 to 558dal7f-5067-544d-b01e-ad96c2d135a8
ppOl.mlsbinternal | fiwdl Walue of Active has changed from true to false, Yalue of Client Identifier has changed from ae3bb¥b3-0555-5f0f-aacf-84béebbddedc to Sdf1662f-5eal-504d-9205-af77d3098afc
ppO1.misb internal nyproxy 0l walue of Active has changed from false to true, valus of Client Identifier has changed from a1bd4f9n-c146-5017-a052-ff7 s6cad6ezf to d0cfa989-3bel-543a-9501-025694448693

ppOLl.mlzb.internal vprozyl0.mlab.internal Yalue of Client Identifier has changed from SelcaScS-686c-5114-8f00-cféc230dd254 to 52d3d730-6630-5104-3dd6-369d659d6d4d2

ppO1.mlab internal vproxyll.mlab.internal Walue of Client Identifier has changed from déSateea-7alb-Sde3-8bdf-c045bd247alc to e352460e-c01e-5ed0-84fh-edala7 9e7fOf

Figure 36 - Drill Down of Modified Clients

Further detail about reporting, including best practices are found in the DPA Product Guide®?.

4 Flexibility with Report Customization

DPA provides flexibility to customize existing system report templates or create brand new reports to
cater to specific reporting requirements. Before diving into DPA to create your own reports, it is
recommended to review the extensive list of existing report templates, saving them as your own and then
make modifications as required.

4.1 Modifying a Report Template: Backup All Jobs — No Restarts

Where to start in customizing a report will depend on what specific information the Backup Administrator,
Operations Manager, Application Owner or the Risk/Security teams wish to know. The reports that the
stakeholders need to review typically relate to issues or anomalies within the backup environment. There
is a report titled All Jobs — No Restarts (Report template: Data Protection | Jobs | All Jobs — No Restarts)
which lists all jobs where a backup job restart did not occur. From a data protection point of view, it is
more interesting to know which clients have had restarts in the last day, week or month. Knowing which
clients had restarted backup operations may be a sign of underlying issues, even if the restarted job is
successful.

With that in mind, a very simple report customization will be shown in this section so that the report lists
only clients where backup jobs have restarted. With DPA web Ul open, navigate to the Report Templates
under Reports, select the System Report Templates. Either scroll through the list of available reports or
click on the filter icon and enter the name of an existing report. In Figure 37 filtering was used to locate
the Backup All Jobs — No Restarts report.

DAALEMC  DPA

« Custom Report Templates System Report Templates

Dashboard

O\ Alerts Mame &)  Desaription
ul Reports o Backup All Jobs - Mo Restarts X bsexcl
Run Reports restartd
Report Jobs

Report Templates

Figure 37 - Finding a System Report Template

Select the report and the Save as Custom Template, specify a name for the report and for this example
the report name will be changed to Backup All Jobs — Restart Occurred as shown in Figure 38. This report
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is created by taking several data sources that exist in the DPA datastore and performing operations
between the data sources which result in a report being presented.

Name Backup All Jobs - Restart Cocurred
Description All joks which experienced a backup restart atternpt
Design Preview
CATA SOURCE ] [ CPERATOR ] [ @, ZOOM IN ] i G, zooM oUT E [ RESET 200 M ] [ FIT TO CONTENT
Backup Jab Datails
Backup Job Datails
Restarted Backup Jo..
Missing
j S— Sy - | S—— Rapart
Marga Crrdar Sat Walus

Figure 38 - Report Customization View

4.2 Adjusting the Merge Condition to Detect Restarts

By selecting the Merge operator, the properties of this operator are shown and in expanding the
condition, there is nothing set as shown in Figure 39. A condition needs to be set to determine if a job
restart did indeed occur. Before this can be done, the field value type (cast) needs to be known. Expanding
the Fields section of the Merge operator properties, the -
Restarted Job field is located, and the field type or value isin the | Merge Properties

form of text. Label Merge
If a job has restarted, this field will contain text-based Fields
information generated by the backup application and if no job

Farameters

restart occurred, the value in this field will be empty. To have this
custom report generate output on for restarted jobs, a Is Present Condition
condition needs to be set. With the Condition properties
expanded as shown in Figure 39, select Edit Condition and add a
condition where the Restarted Job field Is Present as per Figure
40 and select OK to save the new condition.

Ceondition

Restarted Jobx 15 present

+ ADD CONDITION + ADD GROUP ECIT CONCITION

Restarted Job v ] [ Is present v ] - Figure 39 - Merge Operator Properties

Figure 40 - Creating a New Condition
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Upon returning to the custom report template view, select Save and select Preview which is located just
below the description of the report. It is now time to test if the modifications that were made to the report
work. Select the scope, a time period and click on Preview. All going well and if job restarts have occurred,
DPA will generate the results and display them accordingly. For the test environment being monitored,
there was a single backup job restart as shown in Figure 41.

Server Action Job Status Err Level Size Start Time End Time Job ID Restarted Group Job Id
Code (MB) 2 Job

Figure 41 - Failed Backup Job that was Restarted

When the output of the report is working as expected, Save & Close the customized report. This by no
means covers all aspects of creating customized reports. Further details can be found in the DPA Custom
Report Guide®,

5 Working with External Data Sources

Most data collected by DPA is achieved using agents and defining the data collection parameters when
the discover wizard is used to monitor data protection elements or applications. Data can also be collected
from a range of external data sources. A list of available data source types is shown in Figure 42. For
example, extracting assets from a Configuration Management Database (CMDB) and cross matching them
against discovered protected clients is extremely useful.

In this section an example is provided where external data e

oy ) Data Source
in the form of a comma separated value (CSV) file, to
represent CMDB data, is imported into a custom report
and compared to protected clients. While using CSV files External Cenditicnal Report
is not sustainable or dynamic, using the Database Query

External Active Directery Hest List

External Datatrase Guery
data source type allows data to be extracted directly from
a CMDB External Read ML File

. . . . External ReadCSVFile

The primary purpose of this custom report is to determine
assets listed in the CMDB which are not protected, External System Variable
enabling the Backup Administrator to address the External Trend Line
exposure of these unprotected clients. It can also be used

External User Input

to list clients protected, but not present in the CMBD,
allowing the CMDB Administrator to remove old assets Figure 42 - List of External Data Sources
and ensuring the accuracy of the CMDB.
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5.1 Custom Template — The State

To make it easier to follow the process of building the custom template for the CMDB reporting, an
overview of the end state is shown in Figure 43.

Hame CMDE - Clients not protected

Description List of clients that existin in the CMDE that are not protected

Design Preview

CATA SOURCE l [ OPERATOR ] [ &, ZO0M IN l [ ) ZooM ouT l [ RESET ZDOM l [ FIT T CONTENT

ReadCSVFile

Backup Client Config

: S : —_— Report
Merge Order

Figure 43 - CMDB - Clients Not Protected Custom Report Template

5.2 External Data Source

By no means is this an extensive or detailed external data source, however, it | ;4a1.mlab. internal
is designed to show how a custom report is built from scratch and how a data | ad@2.mlab.internal
source is used. In this example, a simple CSV file called hosts.csv is located at | test@l.mlab.internal

E:\CMDB\ on the DPA server and contains a list of servers as shown in Figure | t@5t@2.mlab.internal
a4 5ql81.mlab.internal

5ql82.mlab.internal

Before we can add an external data source, a custom report needs to be j.bm'mlab'%ntemal
jb82.mlab.internal

created. Expand Reports menu located on the left side of the DPA web U, | j593_m1ab.internal
select Report Templates and select Create Custom Template. Provide a name
and a description for the custom report. For this example, the custom
template will be named CMDB — Clients not protected.

Figure 44 - List of Clients
Representing CMDB Assets

5.3 Adding the Data Source

There are two data sources that need to be added, the external CSV file and client backup data collected
by DPA. To import data from an external source, select + Data Source, filter the category for External and
select the ReadCSVFile, which will be used to read the hosts.csv file and click on Select. Next, the backup
client data source from DPA needs to be imported. To do this, select + Data Source, filter the category for
Backup and select the Backup Client Config, and click Select.

No changes need to be made to the Backup Client Config data source. For the ReadCSVFile data source,
the parameters need to be defined as shown in Figure 45.
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el Parameters
Include Al
Cast 5tring string
A Clignt,
. Field String Client
Label Client
Cast Text Filename EMNCMDB\nCSts cav
unit Key String true
Mull value
Separator
Key Field

Figure 45 - ReadCSVFile Parameters

The Fields properties will be empty initially and will be populated automatically when the Parameters
properties have been completed. For this example, the following details were entered,;

Cast String — the field format type; for client names this is set to string

Field String — the name of the field for the data being imported. As this will be compared to clients
in the DPA data in the Backup Client Config data source, the name of field needs to match and
therefore Client is entered for this parameter.

Filename — the location of the CSV file to import. As it is stored on the DPA server, a local drive
path is provided as E:\CMDB\hosts.csv

Key String — this is a true or false value for each comma separated value in the file. As there is
only one value being imported a single true parameter is added.

Separator — specifies the separator used in the CSV file. While there is only a single value, a
parameter value of the comma is provided to complete all parameter values.

With the parameters entered, the fields properties will be populated. As there is a single field, it is also
automatically set as the Key Field. Review the Backup Client Config data source properties and fields which
have been marked as a Key Field will appear in a lighter colored blue. To confirm that the Client field in
the Backup Client Config data source is also a Key Field, expand it as shown in Figure 45 to confirm that
the Key Field is marked as Enabled.

5.4 Define the Operator

Now that there are data sources in place, they need
to be merged to return only clients not protected as
the result. Add a Merge operator by selecting +
Operator, filter the Operator list for merge, select
Merge and click on Select. With the Merge operator
shown on the custom template screen, it needs to
be linked to both data sources and this is achieved
by dragging data sources to the operator. Using the
mouse, select a data source, then drag this over the
operator and then release. This will link the
elements together and an arrow should now appear

ReadCSwvFile

Backup Client Config

Merge

Figure 46 - Linked Data Sources to the Merge Operator
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from the data source to the operator. Do the same for the other data source and the result of this linking
should be the same as shown in Figure 46.

With the operator now linked to the data sources, a condition or a set of conditions need to be configured.
The two data sources are merged based on the Client field and a condition needs to be defined where a
client’s corresponding Server field is empty. If the Server field is empty, this means that a backup copy of
that client does not exist.

Select the Merge operator to display the properties, expand Fields properties to view the list of all
available fields and ensure that at a minimum both Client and Server fields are selected. Expand the
condition properties to set a condition. Select Edit Condition and select the Server field with the condition
of Is Missing as shown in Figure 47. If the server is missing, this means that the client exists in the CMDB
and not DPA.

Fields Condition
Server |s missing

Include All Cenditicn

L issi + ADD CONDITION + ADD GROUP
> Clignt. Server |s missing 2
’ e Serer v ] [ ls missing ¥ ] -
a EDIT CONDITION

Figure 47 - Merge Operator Properties for Fields and Condition

5.5 Order and Report

Before we can preview the report or results of the Merge condition, it needs to be linked to a report,
achieved by dragging the Merge operator over the Report element for the connection to be established.
But before this is done, is there a desire to have a field sorted in ascending or descending order by default?
If so, an Order operator is needed and this is done by selecting + Operator, filter the Operator list for
order, select Order and click on Select. With the Order added to the custom template, it needs to be linked
so that the Merge operator is linked to Order and then finally to the report element as shown in Figure
48.

ReadCSWVFile

Backup Client Config

7 | S : S Report
Merge Crder

Figure 48 - Linking Merge to Order to Report

Selecting the Order operator, its properties are displayed and defining the order of a field is set in the
parameter property. Select the field to which order will be applied and whether it is ascending or
descending. Once done, select Save located in the lower right of the DPA web Ul. When the data sources
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and operators are linked to the report element, a preview of the results can be viewed. Below the
description of the customer template, there is an option to Preview the

results of the custom template. With the Preview option selected, define Sl
the scope and time period for the report and select the Preview button. ad0z.mlab.internal
For this example, the scope of Backup Servers under Configuration | testnz.mlab.internal

Servers is selected, and a time period of Last Day is used. A sample report
shown‘m F.IgLfl’e 49 lists clients wh|ch exist in thg CMDB and where the Figure 49 - Clients in CMDB not
server is missing from a data protection perspective. Protected Report Results

jb03 . mlab.internal

6 DPA Analysis Engine

The Analysis Engine used by DPA inspects captured data and compares this data against a set of rules
defined by the administrator. This feature of DPA is ideal for capturing issues or anomalies, then
automatically providing alerts using several available methods. For example, the analysis engine can be
configured to capture failed backups and provide alerting via a Simple Network Management Protocol
(SNMP) trap to a ticketing system for action. Or, alert the backup administrator via email if a volume of
data processed for a client is x% higher than the previous number of backups, enabling capture of unusual
growth or high changes in data volumes on clients.

6.1 Analysis Policy

An Analysis Policy is a collection of one or more rules that is assigned to an object or group. Rules contain
the logic and triggers an alert if the condition is met. DPA compares collected data in its database to the
conditions in the rule per event or on a schedule. By default, rules are compared based on event, while a
schedule-based rule is run periodically to check whether a condition has been met. When a condition is
met, actions are performed that can include sending an email, running a script, sending an SNMP trap or
writing to the Windows event log.

6.2 Detecting Higher Rate of Change Backups — Example Analysis Policy

A common Analysis Policy that can be created relates to alerting a ticket application for any failed backups.
This ticketing application can alert the Application Owner and/or Backup Administrator to address the
cause of the failed backup before it is re-run. The example used in this section relates to the volume of
changed data protected for a client, based on the average of the last X number of backups and the
percentage of change. All stakeholders can benefit from this type of analysis alerting for clients with
unusually high-volume rate of change. Typically, high volumes of changed data relate to migration
projects, but it could also be the result of unusual behavior as a result of internal or external bad actors.

Creating an Analysis Policy

In this example, an Analysis Policy will be created, with a single Analysis Rule to detect backups larger than
average and have it applied to all Servers. Expand Policies in the menu located on the left side of the DPA
web Ul and select Analysis Policies. Under Analysis Policy Library, select + Create Policy and provide the
policy a name as shown in Figure 50.
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Create Analysis Policy

Mame * Higher rate of change than average Enatzle Policy

Descripticn Detect clients with 10% rate of change compared to the last 10 backups

Policy Based Actions

Ermail Mo ECIT POLICY-BASED ACTIONS
Script Mo
SHMP Trap Me
Event Lcg Mo

Analysis Rules

[ ADL/REMOWE RULES l

Figure 50 - Creating a new Analysis Policy

Next, actions need to be set, which will be triggered if one or more Analysis Rules are met. At minimum,
if no Policy Based Actions are enabled, an event will appear within the DPA Alerts section of the web Ul.

A rule needs to be added to this Analysis Policy. P @ | Type
Select Add/Remove Rules and a list of scheduled

. Full Eackup Larger than awverage for time window Ewvent Based
and evet-based rules are presented. Use the Filter
for the RU/E Name to hE|p narrow dOWﬂ a “St Of EBackup Larger than average for time window Ewvent Based
rules. For this example, the BGCkUp Laf'ger than Backup Larger than average for events numker Event Based
average fOf events number IS added as Shown In Full Eackup Larger than average for events numlbz.. Ewvent Based
Figure 51.

Figure 51 - Selecting Rule for Analysis Policy

With the Rule added, the default parameters for the rule are displayed. For this example, the percentage
of the deviation parameter of the rule is set to 10% from the default 50% as shown in Figure 52.

Rule Template Mame Parametar Type Walue Daafault Value
Backup Larger than average for events Mumber of ackups MUMERIC 10 5 10

mumkzer

Backup Larger than average for events Dewviaticn FERCEMNTAGE 10 5 50

rumizer

Figure 52 - Setting the Rule Parameters

Depending on the application type and size, the deviation percentage could be much smaller. For example,
a large file system containing in excess of 100TB may not ever reach 10% deviation and a percentage as
small as 2% may be required. In that case, create a separate Analysis Policy to be applied to large file
systems.
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Applying the Analysis Policy

With the Analysis Policy created, it needs to be applied to a group or an individual object. If a Policy is
applied directly to an object, it will take precedence over any policy applied inherited by the group.
Selecting the Applied Analysis Policies option, all applied policies can be reviewed, modified and new
policies applied. For this example, the newly created policy will be applied at the Servers level. This is
achieved by expanding the groups and selecting Servers as shown in Figure 53.

Analysis Policy Library Custom Rule Templates System Rule Templates Applied Analysis Policies

Apply Analysis Policies to Groups, Chjecls and Child Cbjects

PROPERTIES ] [ TURN POLICY DMNSOFF ] [ APPLY DIFFERENT POLICY l

Object : f@ Configuration  Type: Group Mode  Applied Policy : CI Override Policy Settings?: (=)

L& Groups Mams

Path Type Applied Policy
=
e — © & servers Group MNode »
E@ smart Groups
N & Smart Groups Group Mode »
'@ Storage
@ switches @ Storags Group Node C’
@l sites
& Switches Group Mode
& Object Library N C’

Figure 53 - Applying Analysis Policy to a Group

The Analysis Policy can now be applied to the group by selecting Turn Policy On/Off, scrolling through the
list of available Analysis Policies, selecting one to be applied and save the changes. In the example shown
in Figure 54, the Analysis Policy of Higher rate of change than average has been applied to the Servers
group.

MNanme Path Type Applied Policy Source (Where Policy is Applied} Orverride Policy Settings®

@ Servers Group Nede () Higher rate of change than average @ Cenfiguraticn = [g Servers

Figure 54 - Applied Analysis Policy

To test that the Analysis Policy was applied successfully, a large volume of data was saved to the test01
client, a backup conducted and an alert was seen in DPA as shown in Figure 55.

Severty  State | Message Object child Object Component Policy Count  Last Updated

New Backup Larger than average for events number nwQl.mlab.internal testOl.mlab.internal Backupjob C: Higher rate of change than average 1 Q12272021 1:50 PM

Figure 55 - DPA Alert for Analysis Policy Test

This example illustrates only a single Analysis rule that can be applied. To decide which Analysis rule should
be implemented, determine what conditions would result in an elevated risk or undesirable condition.
Looking for data protection gaps, unusual activity or behavior by using the Analysis Policy will help
improve the overall health of the data protection environment.

6.3 Protection and Chargeback Policies

In addition to Analysis Policies, DPA provides two additional policies. Protection Policies relate to
expectation of backup and replication operations within the environment and are ideal if reporting against
agreed SLAs have been defined. Meanwhile, Chargeback Policy enables the organization to determine

2021 Dell Technologies Proven Professional Knowledge Sharing 31




costs in providing backup and recovery operations. Examples of implementing each of these is not
provided within this article. Reviewing the DPA administration guide® is recommended.

7 Summary

Understanding the state of the data protection environment, application recovery points, and
unprotected data is key in determining the risk that the organization is exposed to. With Data Protection
Advisor provides the organization, its administrators, managers and risk/security teams a centralized view
of the data protection environment. With automated reporting, alerting, analysis and customization,
identifying gaps and unusual behaviors is easily achieved.

With Data Protection Advisor deployed, insights are gleaned, gaps in data protection are revealed and
identified risks can then be eliminated.
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